APPENDIX 7
INFORMATION TECHNOLOGY

Michad T. Allen
INTRODUCTION

Today we are frequently reminded of the old saying that “information is power.” We are dso
often told that we live in “The Information Age.” Assuming that both of these datements are
true, it would be easy to expect that everyone should be empowered by now since thereisan
enormous amount of information on tep. However, in redity, such information is usdessif we
cannot gain access to the parts we need in an orderly and efficient fashion. Even though the
information may be readily available now, if we cannot find it or do not know how to get it, then
we are a adisadvantage. To take advantage of “The Information Age,” we need to know how
and where to “hook up” and get the information that we need.

There are many ways that information is exchanged: verbaly, visudly, mechanicdly,
eectronicdly, and digitdly. While we are familiar with many of these ways— especidly verba
and visua — and use them everyday, the newest and fastest growing means of exchangeis
eectronic. Frankly, this method has caught many by surprise.

Asit exigstoday, digita information exchange (communication) is made possible by eectronic
machines we cdl computers. Computers are cgpable of storing and rapidly processing huge
quantities of data. The data-processing speeds and capabilities of these machines have grown
amost exponentidly in recent years. Likewise, the ability to ingtantly exchange information
over long distances has grown tremendoudly.

The predominant tool permitting the ingtant exchange of information is the enormous worldwide
network of linked computers commonly referred to asthe Internet. The Internet, sometimes
samply cdled “the net” for short, is an incredible tool for individuds, businesses, loca
governments — everyone —to use in quickly getting and sharing information sources such as
documents, videos, audio recordings, music, photographs, news, financia transactions, software
gpplications, and so forth.

DEFINITIONS OF TERMS

Computer network technology is changing very rapidly and new terms and acronyms are being
added dmogt daily to our language making it sometimes difficult to understand what many
information technology specidists are talking about.”®® This rgpid change in computer and
network technology has aso adlowed us to enjoy many benefits. While the Internet is only about
thirty-five (35) years old, it supports the information gathering and communication activities of
hundreds of millions of individuas, businesses, and governments worldwide. It continuesto
expand at an explogve rate. With such arapid growth rate, it is no wonder that much confusion
exigts about information technology terms and usage. Probably the most widespread confusion
surrounds the popular and often conflicting usage of the terms Internet, web, and e-mail.

The Internet isthe enormous worldwide network of computers connected using a common
gtandard or protocol for communication. It congsts primarily of hardware such as computers,
servers, routers, and datalines (like fiber optic telephoneling). E-mail and the World Wide Web,

"For this reason, a short glossary of information technology terms has been included at the
end of this gppendix section.
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both enabled primarily through software gpplications, depend on the Internet’ s network
infragtructure (hardware) to function. E-mail isSmply awritten message that is sent and
received by computers. Sinceit is generdly text-based or “type-written,” it is very much like the
old telegraph messages except that it is sent and received completely by computers using
software ingtead of using human operators. The World Wide Web, usudly referred to smply as
“theweb” or “onling” is avast world-wide system of multimedia (text, photographs, sounds,
video, etc.) files and ectronic resources linked together via specialy coded “ software”
connections caled hypertext or hyperlinks The web is not the Internet. Instead, it relies on the
Internet’ s infrastructure and is accessed through the Internet using specid web browser software.
The most popular web browser currently used is Microsoft’s Internet Explorer. AOL Time
Warner's Netscape Navigator is a distant second choice followed by other less commonly-used
browsers include Mozilla, Opera, and Konqueror.

Edtimating worldwide Internet usage is avery inexact process that gives a best “educated
guesss” Nevertheless, it is estimated that in 1995 there were only around 20 million people
worldwide using the Internet.”®®  In September 2003, Nielser/NetRatings estimated that dmost
420 million people had Internet access worldwide and over 250 million of these people were
classfied as active users of the Internet. Average monthly usage was 12 hours per person
worldwide.”®” Of these nearly haf-billion potentid users, Americans made up over 184 million
of them with nearly 126 million classfied as“active’ users. Americans usage was aso an
average of 26 hours per month at home and 76 hours per month at work.”®®

Through extensive survey research conducted from 2000 to late 2003, the Pew Research Center
edimates that on “an average day,” about 66 million American adults “go onling” which is over
half of dl with Internet access. Once online, 49% send e-mail, 31% use a search engine; 26%
get news, 23% “surf the web” for fun, 20% check on the wesather, 19% conduct research for their
job, 19% do research before buying a product or service, 14% send an ingtant message, 13%
look for political news and information, 13% get financid information, 12% check sports scores,
11% listen to music or watch a video clip, and 10% conduct school or smilar research. Less
than 10% of those online do the following on this“average’ day: get information from a
government website (9%); do their banking (9%); buy a product (5%); buy or make travel
arrangements (4%); look for spiritua/religious information (4%); participate in an online auction
(4%), gamble (1%0); buy or sell stocks, bonds or mutud funds (1%); or buy groceries (1%).7%°

A BRIEF HISTORY OF THE INTERNET

The Internet as we know it today is very different from what was envisoned over three decades
ago as adefensive U.S. computer network capable of surviving anuclear attack. Work to

®NUA. “How Many Online?’ [October 26, 2001] Availdde http:/Aww.nuaie/surveys
how_many_onlingindex.html, 2001.

767QIbaAtIas “Tra‘ﬁc Patterns. Global Usage September 2003" [November 14, 2003]
A [ b I e
http: //cyberatlasmternet com/blg_plcturejtrafflc _patterns/artlclelo,,5931 3099471,00.html, 2003.

"%8CyberAtlas. “Traffic Patterns: September 2003 Internet Usage Stats’ [November 14, 2003]
Available http://cyberatlas.internet.com/big_picture/traffic_patterng/article/0,,5931_3096031,00.
html, 2003.

“Pew Research Center. “Daly Internet Activities” [November 14, 2003] Available
http://www. pewinternet.org/reports/'chart.aspdmg=Daily_Activities 11.7.03.htm, 2003.
284



produce such a stable computer network began in earnest in the late 1960s and early 1970s. To
accomplish its purpose, the proposed network had to be linked in such away that parts of it
could be destroyed without bringing the whole system down. In other words, the network could
not be totaly dependent on any of itsindividuad partsto function. The result of this military
effort was the Advanced Research Projects Agency Network or ARPANet for short. It had no
centra control and was designed to reroute messages or parts of messages from computer to
computer across any path available until the message was correctly delivered. To accomplish
such aunique ddivery system, technology alowing multiple communication paths ingtead of the
conventional direct (dedicated line) connection had to be developed.””

The ARPANEt origindly had only four linked military research centersin 1969 but grew
substantialy over the next few years as other networks and research entities began to connect.””*
Making the ARPANet work required many technologica innovations including the development
and acceptance of standardized protocols or formats for hardware and software so they could
“tak” to each other. Of course, there were aso many obstacles to overcome as the network
expanded to include more facilities.””?

Building on the successes of the ARPANet, smilar research networks were built esewhere.
Over time, many of the network adminigtrators around the world saw benefit in linking the
various networks together into one giant worldwide network. With the adoption of acommon
computer communication method or protocol caled TCP/IP, it was possible to connect these
different types of networks. Connecting such networks was referred to as inter networking and
the resulting new “ network of networks’ was cdled the internetwork or the internet. Around
1980, this Internet — built on the origind ARPANet backbone — was distinguished from the
others with a capita “I” asif it were the only network.””

The military significance of the Internet gradudly became overshadowed by academic and later
commercia emphases as it expanded during the 1980s. On the American side, the Internet was
eventudly split into two networks with the military retaining their interestsin the Defense Data
Network (DDN). Infact, in 1990, the ARPANet was officialy decommissioned and
adminigration of the Internet’s non-military functions was transferred to the National Science
Foundation (NSF).”"

By 1990, the Internet began to loseits primarily technical and academic appearance and take on
anew look. It became more “user-friendly” and within reach for non-technical people. It grew
a an even fadter rate as more connections were made available both at universities and through
commercid access providers that began to appear throughout the nation. However, there were
gill many problems to overcome — particularly with the hardware and software needed to easily
access and retrieve information. While there was great potentid for the Internet, many of the
exigting tools for using these resources were not standardized, had software “bugs’ or problems,

"Lucent Technologies. “The Internet in History.” [Online June 20, 1997] Available http://
www.lucent.comvinternet/wpl.html, 1997.

bid.

2Danid P. Dern, The Internet Guide for New Users, (New York, NY: McGraw-Hill, 1994),
p. 11-12.

I bid.

""_ucent Technologies. “The Internet in History.”
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and were very difficult for non-technica peopleto use. This difficulty was epecidly hard to
overcome for those using persona computers.””

However, work was being done to aleviate these problems and improve the Internet’s
functiondity and" user interface’ (or the gppearance and functions displayed on the computer
monitor). The most notable work was conducted at CERN (French abbreviation for European
Nuclear Research Centre), a prominent European particle physics research facility near Geneva,
Switzerland. There researchers devel oped a world-wide standard or protocol for accessing
Internet data and information more effectively. The result was the Hypertext Transmission
Protocol (HTTP) that gave birth to the World Wide Web in 1992.77¢

The first user interface for the World Wide Web (“the web” for short) was only text since
graphica capahilities (i.e. pictures) were not yet incorporated. However, the next year, students
working with the National Center for Supercomputer Applications (NCSA) at the University of
Illinois developed the firgt true web browser — named Mosaic —which had agraphicd,
Windows-like user interface. 1t became an ingtant success and spread rapidly across college
campuses and even into the corporate environment. Later, the creators of Mosaic turned their
attention to a new endeavor and formed Netscape Communications Corporation, the makers of
one of the most popular and widely used web browsersin the world.”””

Now with hundreds of millions of Internet users around the world, around atrillion dollarsin
business to business and consumer online purchasing annudly, and a phenomend rate of growth,
the impact of the Internet on the way we work and play has exceeded most of even the wildest
expectations. However, the enormous quantity of e-mail, web “surfing” or browsing, online
shopping, business to business transactions, research, and other functions being conducted on the
Internet often takes atoll on its infrastructure causing net congestion, dow-downs, and

temporary “black-outs’ for some users asloca access points fail momentarily. However, in
Spite of these temporary loca and occasiondly regiona problems, the Internet as awhole
continues to function and ddliver the data that we have come to expect. Perhapsit is because the
Internet was designed to survive anuclear attack thet it remains so versatile and functiona

today. Today, most people are confident that they can quickly access the information they seek,
their email will accurately reach its destination, and they can safdly purchase goods and services
using the Internet.””®

INFORMATION TECHNOLOGY BENEFITS FOR LOCAL GOVERNMENTS
For loca governments, probably the two most important benefits of the Internet are e-mail and

web-based services. E-mail provides avery fast and economically-attractive communication
tool. Diganceisvirtudly irrdevant with email. Whether the need isto convey information

Ibid.
"l bid.

""hid. Netscape Communications Corporation was later purchased by AOL prior to the
AOL/Time Warner merger. Netscape Navigator is now a digant second to Microsoft's Internet
Explorer web browser.

81hid and CyberAtlas. “B-to-B: B2B E-Commerce Headed for Trillions.” [November 14,
2003] Avalade http://cyberatlas.internet.com/markets/b2b/article/0,,10091_986661,00.html, 2002.
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within asingle office or to another continent, there are no postage or long distance fees’”® and
ddivery timeis usudly only seconds compared to hours or days with traditiond courier-
delivered mal (often pgoratively referred to as“snail mail” by email users).

Smilarly, the web provides loca governments with many benefits such as millions of pages of
current information, instant access to palitica and financia news and data, detailed price quotes
and product descriptions, technical assistance resources, and even loca entertainment and
advertisement options. In addition to an enormous amount of business and commercid
information, the web is hogt to a vast quantity of valuable government-oriented information such
as research reports, census data, marketing surveys, and other forms of vauable data. The
volume of such datais growing daily with more information being posted online as new web
Stes are created and existing ones enhanced. For example, the U.S. Census Bureau posts
detailed census data online, the federal government posts income tax forms and publications
online, and the many date legidatures make proposed legidation (bills) and their current status
available online”® Such information is often available in popular file formats for convenient
downloading and usage in word processor and spreadsheet applications.

Theweb isaso agreat place to download “freg’ software;”®* security updates, upgrades, and
patches or “bug fixes’ for exiging software; and demos of new and upcoming software or music
releases. There are many search tools and sites for locating the telephone numbers, e-mail
addresses, mailing addresses, and web sites of individuas, al levels of government, businesses,
and non-profit organizations. Instant weather forecasts, worldwide news, financia data, and
stock market quotes are examples of web-based services available a no charge (“free” dueto
advertiser support). Fee-based web sites and services enhance and extend many of these and
other “freg” features and services by alowing paid subscribers greater access.

Many loca government associations such as the Mississippi Association of Supervisors (MAS),
the Mississppi Municipa League (MML), the National Association of Counties (NACo), the
Nationd League of Cities (NLC), and the Internationd City/County Management Association
(ICMA) are ontheweb. The federal government and mogt state governments have very detailed
web sites and many counties and municipalities have a strong web presence. At many of these
gtes, usars will find helpful publications, government forms, tax information, schedules,

telephone and e-mail contacts, and so forth.

To ad in gfting through and organizing this sesemingly chaotic array of information, many web
stes are designed around specid web search tools caled search engines. For example, Y ahoo
began as a smdl web site featuring a search engine. Many other web stes offer specia directory
ligings, “ydlow pages” information links, and virtud “mals” Also, many universties and

public libraries create and host online lists of links to speciaized web resources. The Center for
Governmentd Training & Technology (CGT) hogts and maintains such aliging at

"There may be a tdll charge or flat rate fee for accessing the Internet through a local Internet
Service Provider (ISP). If there is no locd 1SP, telephone access to a distant provider may entall
long distance hilling by the telephone company as wdl. Also, while many vendors offer “freg’
(advertiser supported) email, certain fees such as for enhanced services or heavy usage may be
charged by some providers.

80See Appendix 10 for alisting of government and government-related web Sites.

81See later section in this gppendix about the liabilities associated with the unauthorized use
of illegdly-digributed copyrighted software. Many “free” web stes and software are supported in
whole or in part via paid advertissments.
287



www.mslocalgovernment.org. It isregularly updated with a specid emphasis on Missssppi’s
loca governments.

Since computer hardware and software is continualy changing, Internet tools for usng e-mail

and web browsing must change aswell. Probably the best way to learn how to get connected to
the Internet is to contact aregular and knowledgeable user or service provider. Many businesses
such asloca Internet Service Providers (1SPs) specidizein thistype of service. Itiswise,
however, to “shop around,” since prices, quality, and the services offered may vary greetly.

Loca government officials may aso contact the CGT at 662-325-3141 for technica assstance
in these matters. The CGT offers such assstance on atime-available basis to units of locdl
government.

A WARNING ABOUT THE ABUSE OF INFORMATION TECHNOLOGY

Today’ s information technology, coupled with an Internet that knows no nationa or geographic
borders, brings certain legd challenges to the forefront that did not exist afew yearsago. In
addition to the wedlth of accurate and beneficid information available on the web, there is much
information that is neither accurate nor beneficia. Sometimes what may be legdly posted on a
web stein one naion isillegd to download, use, or even view in the United States or in
Mississippi.

A prime example of what may be legaly (or in some casesillegdly) posted in another areaor
nation but illegd to consumein this country is certain sexudly explicit materid such as child
pornography. Loca governments must be prepared to deal with potentia legal issues caused by
employees and citizens ng the Internet on local government computers. Some courts
have interpreted sexud harassment statutes to cover the viewing of pornography, sending
sexudly explicit email, or engaging in smilar activities with acomputer. These activities can

be congtrued as cregting a hogtile work environment and make one vulnerable to alawsuiit.

Other illegd activities sometimes found on the web includes bogus “ press rdleases’ or “informed
sources’ attempting to ater sock market prices, financia scams and so-caled “pyramid
schemes,” tools for spreading computer viruses, and tricks for stedling persond information. In
addition, there is much misinformation posted on the web. Since anyone can have aweb site,
web consumers must be very wary of unsubstantiated information. 1t is unwise to smply believe
something without checking the source. Isit credible? If it sounds too good to be true, then it
probably is not true.”®*> Read the privacy policy and the fine print before committing to anything.
Do not give your credit card number without firgt verifying the security of the browser and the
web site to which you are accessing.”®® (A properly secured web site is actudly safer for
trangmitting persona information than using the telephone since the data tranamitted, including
the credit card numbers, are encrypted or scrambled for safety.)

There are sometoolsto assist in safeguarding yourself and your loca governmentd unit from
Internet vulnerabilities. Web filtering software exigts to help block or keep unauthorized
materia from being downloaded or viewed while online. Many software companies s

82\We cannot believe everything we see in print, on televison, or hear on the radio. If we
use the same basic principles to evaluae Internet sources as we do to evaluate these “traditional”
sources, then we will easly avert most problems.

3Most web browsers have a “security button” or icon that can be accessed to find out if the
connection between the browser and the web Ste being vigted is secure (i.e. the information
transmitted is encrypted (scrambled and “locked”) for safety to make interception difficult).
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“firewdls’ and other security enhancements to guard persond information and ensure privacy
while online. Often these packages have anti-virus software included to protect against
computer viruses or anti-virus packages can be purchased as stand-done products. While these
products are very vauable and sometimes essentia, as a minimum, everyone should regularly
download and ingtdl the latest web browser “patches’ or security updates to ensure that he has
the most secure browser available.

Ancther older but ill relatively new chalenge in the area of information technology involves
the unauthorized use of copyrighted software; i.e. software that was not legaly obtained and
licensed. A warning about the dangers and ligbilities associated with duplicating and
disgtributing copyrighted software isthereforein order. A clear understanding of thistopic can
help loca government officials and their units of government take gppropriate measures to avoid

copyright infringement lawsLits.

Asagened rule jus asitisillega to make unauthorized duplications of copyrighted music
(cassttes, CDs, €tc.), movies, and books, it is aso illegd to make unauthorized copies of
software that has been copyrighted. Such unauthorized duplication and use of copyrighted
software is commonly referred to as software piracy and condtitutes steding.”®*

Since 1964, the United States Copyright Office has registered software as aform of literary
expresson. Amendments to the Copyright Act in 1980 specificaly mentioned computer
programs as protected by copyright law.”®® Federa copyright law automatically protects
software from the moment it is crested. Under Title 17, the Copyright Act gives the owner of
the copyright “the exclusiveright” to “reproduce the copyrighted work” and to “digtribute

copies’ of thework (8 106 of the U.S. Code). Section 501 states that “ anyone who violates any
of the exclusve rights of the copyright owner . . . isan infringer of the copyright.” Severe
pendties for copyright violations are established in this section as well.”

The theft of software or intellectual property asit is Sometimes called, condtitutes a serious
federd offense. A civil action for such an crime may result in an injunction, fines for actua
damages, or statutory damages of up to $100,000 per infraction while criminad pendties are
punishable by fines up to $250,000 and/or imprisonment up to five years.”®’

When a software gpplication is purchased, typicdly the license (or right) to useit on only one
computer iswhat is actudly purchased. The software license, often cdled a software license
agreement, isusudly printed prominently on a seeled envelope or “ shrink-wrgp” covering
containing the software. Software downloaded from the Internet usually displays the license
agreement during ingdlation. By bresking the sed or ingaling the software, the purchaser/user
agrees to be bound by the terms of the software license agreement. The software publisher
retains ownership of the software and the right to distribute additiona copies. Whileitisvery

"843oftware Publishers Association. “SPA Anti-Piracy.” Software Use and the Law: A Guide
for Individuds Busnesses, Educationa Ingtitutions, Bulletin Board Operators and User Groups.
United States and Canadian Edition. [Online July 8, 1997] Available
http://www.spa.org/piracy/sftuse.ntm, 1997.

1 bid.
8 Software Publishers Association. “ SPA Anti-Piracy.” 1997.
8’Budness Software Alliance. Software Piracy and U.S. Law. [Online July 8, 1997]

Available http:/Aww.bsa.org/piracy/pirdaw.html, n.d.
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easy and inexpendve to make copies of software to “share” with others and use on many
computers, one should be very careful to abide by the software license agreement to avoid
breaking copyright laws.”®

While the unauthorized duplication and digtribution of copyrighted software is a clear violation
of federa law and makes one vulnerable to lawsuits and other legal sanctions, other avenues for
punishment exist aswdl. Individuas, organizations, businesses, or governments who pirate or
use pirated software may be given notice to “pay up” and settle out-of-court or face alawsuit.
For example, the city of Philadephia, Pennsylvania, paid $121,000 to settle a non-adjudicated
case of dleged software piracy by two city agencies againgt the products of three well-known
computer companies. Philadel phia and the Business Software Alliance (BSA), an advocacy
group representing the software industry, settled thisincident which was billed asthe “first
public disclosure of a software piracy settlement with a government agency.” The BSA
maintains atoll free software piracy hotline to solicit tips involving the use of unlicenced
software.”® Similarly, another group, the Software Publishers Association (SPA), adivision of
the Software and Information Industry Association, has filed hundreds of actions against
offending individuas and companies.”®

Although some software licenses dlow multiple copies to be made, most duplication is limited

by the Copyright Act. The Copyright Act gives purchasers of the software license the right to
load (ingtal) the software onto a single computer and to make one backup copy “for archival
purposes only” (8 117) — often done as a safeguard in case the originad media (CDs, disks, €tc.)
or downloaded files are damaged. Unless alowed by the software license, other uses of copies
such as“sharing” them with friends or coworkers are prohibited. Any distribution of such
copiesisillega and conditutes software piracy.”*

Unless specid licensing agreements are made with permission granted from the software
publisher,”®? federa law requires that separate licenses (or copies) of the software be purchased
for each computer on whichitisingaled. Any other usage of copyrighted software isillegd

and punishable — it makes no difference whether the software was downloaded from the Internet
or purchased in any of the various media formats.”*?

When in doubt about a software license or its usage, contact the vendor where it was purchased
or the publisher who owns the copyright. Other concerns or questions about software piracy or
intellectua property copyrights may be addressed to the organizations listed below.

8]t is common for businesses and governments to purchase severd licenses for a particular
software application and yet only receive one copy of the application. In these cases, it is legd to
use this copy to ingal the application on as many computers as the license gipulates were

purchased.

Maria Seminerio. “Philly settles software piracy case.” ZDNet News. [Online through The

PointCast Network] July 2, 1997.
"99Software Publishers Association. “ SPA Anti-Piracy.” 1997.
1 bid.

2Examples include site licenses, concurrent use agreements, and specia network versions.

"93Software Publishers Association. “ SPA Anti-Piracy.” 1997.
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888-NO-PIRACY (toll free)

Business Software Alliance (BSA) Software and Information Industry Association
1150 18th Street, N.W., Suite 700 SPA Anti-Piracy Division
Washington, D.C. 20036 1090 Vermont Ave., NW, Sixth Floor

Washington, DC 20005

202-872-5500 800-388-7478 (toll free)
202-872-5501 (fax) 202-289-7442

www.bsa.org 202-289-7097 (fax)
software@bsa.org www.siia.net

A GLOSSARY OF INFORMATION TECHNOLOGY TERMS

Since there are so many new terms being devel oped to describe computers and information
technology, it can get confusing kegping up with the acronyms and technicd jargon. The
following glossary isincluded as atool for loca government officialsto aid in deciphering some
of the most common technical words and expressons relating to the Internet today:

403

404

503

Active X

Adobe Acrobat

Anaog

A web error code indicating that the access to the requested resource
(usualy web page) is forbidden since the one requesting it does not have
the privileges needed to accessiit.

A commonly-seen web error code where the server reports to the web
browser that it cannot find the web page being requested (often because it
was moved or deleted). See also Server and Web browser.

A web error code indicating that the server is unable to process the request
due to being too busy or some other problem on the Internet. When
encountering this error code, it is best to wait afew minutes and then try
agan. See also Server and Internet.

A technology developed by Microsoft to compete with Sun Microsystem’s
Java programming language. 1t is a salf-sufficient application that can be

in downloaded from the Internet by web browsers and run on persona
computers usng Windows and Macintosh operating systems. See also
Java, Web browser, and OS.

A software application that allows complex documents to be created,
viewed, and digtributed on the Internet while till retaining their origind
formatting and look. Requires the Adobe Acrobat Reader “plug-in” to
view the document in aweb browser. Acrobat documents are often
identified as .pdf files. See also Plug-in and Web browser.

Refersto a system of values based on a continuous scae with an infinite
number of increments. For example, an analog watch has hands. When
the second hand completes one revolution, it covers the entire area
represented by one minute. While each segment of the minute can be
represented as afraction, it is difficult to determine precisely how much.
On the other hand, adigita watch has no hands and only measures precise
increments (seconds, tenths of a second, etc.) and cannot be used to
determine the distance between increments. However, this type of watch
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Applet

ARPANEet

ASCII

Attachment
Bandwidth

Baud

Bit

Bookmark

Bot

Bps

Browser

BTW

Bug

Byte

makesit is easy to precisdy record time increments. Compare with
Digitd. See also Modem.

A smdl Java-language computer program that is embedded in aweb page
so that it can run on the computer that downloaded the web page. See also
Java

Advanced Research Projects Agency Network: The forerunner of the
Internet that was devel oped in the late 1960s and early 1970s by the U.S.
Department of Defense in an effort to develop a computer network that
could survive anuclear assaullt.

American Standard Code for Information Interchange: Pronounced “as-
key,” these plain text characters make up the world-wide standard for the
128 code numbers (7 digit numbers ranging from 0000000 through
1111111) that are used by computers to represent al the upper and
lower-case Arabic letters, numbers, and punctuation.

Any filelinked to an email message. See also MIME.

Usualy measured in bits-per-second, it refers to how much data can be
transported through a connection such as a telephone line or cable
connection. See also Bit.

A measurement of the speed of data transmission per second (such as
through a modem) that was commonly used until the more accureate term
bps (bits per second) replaced it. See also Bps and Modem.

The smalest piece of computer data conssting of either asingle one or
zero.

A web address (URL) that has been saved by the web browser to a specia
file so auser can quickly access the Ste again without having to remember
or retype the address. Often called Favorites. See also URL and Web
browser.

Short for roboat, it is basicaly any type of automated software.
Bits-Per-Second: A measure of how many single basic units (bits) of data
that can be trangported (such as through a modem) in one second. See
also Bit and Modem.

See Web browser.

A shorthand expression often used in e-mail, chat, and newsgroups that
means “by theway.” See also E-mail, Chat, and Newsgroup.

A problem or glitch in a piece of computer hardware or software that
makes it not work properly.

The set of bits, usualy eight, that represents a single number, letter, or
character. See also Bit.
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Cable modem

Cascading Style
Shests

Chat

Chat room

Client

Cookie

Crash

Cyberspace

Digita

Digitd sgnature

A device used to provide Internet access over cable TV networks.
Typicaly much fagter than modems that use telephone lines. See also
Modem.

A device or method for storing information such as previoudy visited web
pages so that it can be quickly accessed later. There are many kinds of
cache. Pronounced “cash.”

A web programming technique that alow the author to control the yle
and layout of multiple web pages by just giving the commands once.

Red time (live) typed communication with another person or group of
people (i.e. in a“chat room”) by computer. Messages or conversations
typed by dl partiesinvolved are displayed on dl participating individuas
computer screens a the same time.

A specific place or “virtud room” where live typed discussion can occur
online without regard to geographic boundaries. Some chat rooms serve a
single purpose or address a specific subject. Many are opento al and are
accessed through aweb browser. Others are private, requiring a password
(and sometimes even specific software). See also Chat and Web browser.

Computer software or hardware (e.g. the system you are using to browse
the web) that is used to contact a server and accept information from it
(the host). See also Server and Host.

A smdl amount of information thet is transferred from a server to the web
browser of your computer as you access a particular web ste. This
information acts as atool for collecting and storing specific information
that might include names, user preferences, login information, or e-mail
addresses of those who vigt the Internet Site. If that Steisrevisited, then
the server may retrieve the cookie and the information it has collected.
Cookies usudly have expiration dates and are commonly used to
grategically place advertisements and to allow access to certain web Sites.
See dso Web browser and Server.

Experienced when the computer hardware or software “freezes’ or does
not respond to keyboard and/or mouse inputs. Sometimes pressing the
“Control-Alternate-Ddete’ (Ctrl-Alt-Del) keys smultaneoudy will dlow
arecovery under Microsoft Windows systems, while other times pressing
the reset button on the computer itsdf (may have to press the “ power”
button and hold for five seconds) is necessary to restart or reboot the
sysem.

A term that has come to depict the vast array of information resources
available online through computer networks such as the Internet.

Refersto asystem of coding numbers (digits) where dl information the
computer processes internally — text, data, software, etc. —is represented
by a combination of the numbers one and zero. Compare with Andog.

A meansto vdidate that an e-mail message or file actudly belongsto a
specific person and the message or contents have not been tampered with.
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Domain name
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dpi

DSL

E-mall
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Encryption

FAQ

Favorites

Firewal

Domain Name System: The method by which “plain English” Internet
addresses (URLs like http: //mww.msstate.edu/) are converted into
numerica |P addresses so computers can read them and manage Internet
transmissons. Seealso IPand URL.

A unique identifier and registered URL (address) that identifies a specific
Internet Site. It has at least two (2) parts which are separated by a period
such as msstate.edu. See also URL.

To copy afile or online document from a host computer to your computer
by means of FTP (often automatic on many web browsers) or some other
electronic method. See also FTP and Host.

Dots Per Inch: A measure of the resolution (roughly equivadent to quality)
in printers and scanners based on how many pixds (tiny “dots’) can fit
into an inch of space. Generdly speaking, the higher the number, the
higher the resolution will be (i.e. the better the print or image qudity).

Digita Subscriber Line: Working somewhét like aleased ling, it dlows a
specidly configured ordinary copper telephone line to obtain amuch
fagter Internet connection than available with basic telephone service. See
also Leased line.

Electronic Mail: Generally text messages (can dso be HTML encoded for
multimedia effects) that are sent by computers to and from individuas or
groups of people. It has become the most widely used application on the
Internet. Seealso HTML.

Clugters of symbols and punctuation used to communicate non-verba
cues with akeyboard. To “read” them, one must look at them sideways.
Some examplesinclude :-) for amiling or :-( for frowning and so forth.
See also Smiley.

A protective method to enhance security and/or privacy for dectronic
tranamissions (especidly email, financid transactions, and sengtive data
transfers) done by “scrambling” or encoding the message in away that
only the intended recipient (the one with the “key” to unscramble the
message) can decipher and use. Seealso SSL.

Frequently Asked Quegtions. A document file that lists the most
commonly asked questions and their answers about a particular subject or
topic.

See Bookmark.

A specid arrangement of hardware and/or software that for security
purposes isolates an individua computer or a computer network from
outsde vulnerabilities. See also Network.

Can be used as anoun or verb to describe a heated and usualy blistering

persond attack done online (and often in a public forum such as anews-
group). A responseto aflame often incitesa“flamewar” astensons
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lcon

ecalate and othersjoin the fray. See also Chat, Netiquette, and Newsgroup.

Allowsinformation displayed in aweb browser to be divided into severa
different “windows’ with separate viewing panes, often with scroll barsto
view more within each frame. Viewing aweb page usng frames requires
aframes-compatible web browser. See also Web browser.

Copyrighted software that the author has given permission to download,
share, and digtribute without payment. However, it cannot be sold or
modified in any way.

File Transfer Protocol: Thisisthe standard used on the Internet for
downloading or copying files between Internet Sites or to a persond
computer.

Graphic Interchange Format: A standard format used to store image files,
particularly ample ones without much detail. GIF files are usudly
diginguished by a.gif filename extenson. Usudly pronounced “jif.”
Compare with JPEG.

A measure equal to 1,000 megabytes or exactly 1,073,741,824 bytes. See
also Megabyte, Kilobyte, and Byte.

Graphicd User Interface: A means for usersto interact with their

computers through icons and a pointing devise such as a mouse ingtead of
by smply typing text at acommand line asin MS-DOS and Unix.

Popular GUIsinclude Microsoft Windows and the Mac OS. See also OS.

A singlerequest from aweb browser to a server for asingleitem such asa
web page or aweb graphic. See also Web browser and Server.

The main or default web page among a collection of pages for a particular
domain name.

A computer or computer network that serves other computers and to
which you can connect on the Internet. See also Server.

HyperText Markup Language: The English-based formatting commands
used to write and specify how to display web pages with hypertext and
other linksin aweb browser. See also Markup language.

HyperText Transfer Protocol: The datalink or protocol that directsthe
web browser to a specific Site (domain name) and transmits hypertext web
information, text, or multimedia data back to the user.

A specidly encoded image (graphic) or text (often underlined) that
provides alink to another web location or file. See also Link.

A specidly encoded word or series of text (often underlined) that provides
alink to another document, file, or web location. See also Hyperlink and
Link.

A smadl picture or image used to represents a function, an object, or
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P Address or
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something e se in a software application or aweb page.

A graphic on aweb page that is set up with zones that can be “triggered”
and activated by clicking. Once activated, these zones connect or
hyperlink the user to another location. See also Hyperlink.

A shorthand expression often used in e-mail, chat, and newsgroups that
means “in my humble opinion.” See also E-mail, Chat, and Newsgroup.

A term popularized by former Vice President Al Gore to describe the vast
array of information available online through the Internet.

A way for two users to type messages to each other back and forthin redl
time over the Internet. Popular IM gpplications are available through
Y ahoo, AOL, Microsoft, and 1CQ.

A product of the mind that has commercia vaue. It can be copyrighted
and includes such things as music, software gpplications, literature, and

art. Inreference to computer software, the creator of a computer program
owns the rights to the use and digtribution of that program. Unauthorized
copying or useisillegd under federa copyright law snce softwareis
consdered aform of literary expresson. See also Software license
agreement and Software piracy.

An enormous, worldwide collection of inter-connected computer networks
al usang the TCP/IP communication protocal. It isan outgrowth of the
ARPANEet of the late 1960s and early 1970s. See also ARPANet and
TCP/IP.

A private (restricted-access) internal network that uses the same kind of
communication protocols and software as is used to access the Internet.
Often used by larger corporations. See also Internet.

Internet Protocol: The globd system of standards and numerica coding
necessary for the Internet to function properly and tranamit data
accurately.

A unique address made up of afour part number separated by periods and
sometimes caled a“ dotted quad” that is assigned to every single

computer or devise on the Internet. For example, 192.208.138.255 isan
IP address. An IP addressisin effect a persond identification number for
amachine. Seealso IP.

Internet Service Provider: A company or inditution that servesas a
linkage point for Internet access. 1SPs are usually fee-based, often use a
dia-up or cable modem connection, and frequently offer other Internet
services such as web page authoring, enhanced e-mail access, and web
hogting. See also Modem.

A programming language developed by Sun Microsystems that works on
many different kinds of computers and is frequently used on the Internet
for adding animation and other interactive functions to web pages. Small
Java applications (caled applets) can be encoded into the web page to
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Macro
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Markup language

“play back” on any web-enabled and Java-ready computer system. See
also Applet.

A Javarbased programming script designed by Sun Microsystems and
Netscape Communications Corporation that can be added to HTML web
pages to provide enhanced features and interactive functions. See also
HTML and Java

Joint Photographic Experts Group: A common standard format used to
gore image files, particularly detailed images like photographs. JPEG
filesare usudly digtinguished by a.jpg filename extenson. Pronounced
“JPeg.” Compare with GIF.

A unit of computer memory or data Storage capacity equa to 1,024 bytes.
See also Byte.

Loca Area Network: A type of computer network limited to a group of
computers within close proximity (less than 500 yards) such as an office
or smal company. See also Network. Compare with Intranet.

A high speed telephone line that is rented for exclusive use.

A hypertext word or phrase or a hyperlinked graphic that if clicked once
with the mouse will connect or “jump” the user to another web file or
location as directed by the hypertext or hyperlink code. See also
Hypertext and Hyperlink.

An open source operating system (OS) much like Unix but for persona
computers. It was originaly written by Linus Torvads and is fredy
distributed and used worldwide. Pronounced “lih-nucks” See also OS
and open source.

The non-secret name (not the password) that is used to access an account
on a computer system or network. Also refers to the process of entering a
computer system or network. See also Password and Network.

A shorthand term meaning “laugh out loud” that is often used in chat to
show gppreciation of something witty that was previoudy posted. See
also Chat and ROFL.

A sequence of specid commands used to automate complex or repetitive
sequences and commonly used in word processing and spreadsheet
gpplications. Macrostypicaly perform pre-determined keystrokes, mouse
actions, and menu commands.

Messaging Application Programming Interface: Developed by Microsoft
and other companies to enable Windows applications to access a variety
of email and related messaging systems. Pronounced “ mappy.”

A text-based coding system or set of symbols and rules used to structure,

index, and link text files on the web. Examplesinclude HTML and XML.
Seealso HTML and XML.
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MIME
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Open Source

oS

A unit of computer memory or data storage capacity equal to 1,024
kilobytes or exactly 1,048,576 bytes. See also Kilobyte and Byte.

Multipurpose Internet Mail Extensons. The standard thet is often used to
send and receive non-text files as attachmentsin email. The non-text file
such as avideo or audio file or a software application file has to be first
encoded (converted to text that is usudly unreadable) beforeit is sent and
then decoded (converted from text back to its origina format) when it is
received S0 it can pass through standardized Internet e-mail messages. See
also E-mall.

MOdulator, DEModulator: A hardware device or interface that alows
computers to connect and transmit data to each other through conventional
telephone systems. A modem converts a computer’ s digitd datainto
different tones (sounds), sgnds, and complex mathematica formulas on
the sending end and the modem on the receiving computer converts these
tones, Sgnds, and formulas back into digital data. Thus a modem makes
it possible for the computer’ s digita system to use andog telephone lines
to connect to other digitd systems. See also Andog and Digitd.

Containing severd different forms of media such as sound, video,
graphics, and text in asngle entity.

From combining the words net and etiquette, it refers to a system of
manners that defines what is proper and acceptable for online users,
particularly those of newsgroups, chat, and e-mail. See also Chat, E-mail,
Flame, and Newsgroup.

From combining the words net and citizen, it denotes an individua who is
respons ble and knowledgeable of the Internet. See also Internet.

Two or more computers connected together in away that they can share
resources.

An informa discussion group formed around a common interest or topic.
Members can post and review e-mail-like messages (using specid news
reader software) that are automaticaly available to dl group members. It
can be likened to a bulletin board but on aworldwide scae.

A single computer connected to any computer network. See also
Network.

Generdly refers to any computer program whose programming code
(source code) is fredy made available for use. Often such programs are
the result of broad public collaboration. (Most commercia or proprietary
software makers usudly no not make the source code available to users
and only license the use of the gpplication.) Popular examples include the
Linux OS, the Mozillaweb browser, and the MySQL database. See also
source code, Linux, OS, and web browser.

Operating System: The main software that must first be loaded or booted
up to dlow the computer to use other software gpplications such asaword
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Password

Patch

Pug-in

Portal

Protocol

Public domain

ROFL

Router

Search engine

Server

Shareware

processor, spreadsheet, or game. OS examples include Microsoft
Windows 98 and Windows XP, Linux, Mac OS X, and Unix.

A secret code used to gain access to arestricted or protected (locked)
system. A good password is easy for you to remember, difficult for
anyone e se to guess, and not actualy ared word. When possible, it
should contain letters (a mixture of capital and lowercase are even better)
and numbers. Using keyboard symbols when possible makesit even more
powerful. For example, something like 34xiwT5& might be a good
password if you can remember it. See also Login.

Software that is designed to correct abug or problem or to make
improvements to another software gpplication It must be ingtaled “over”
the flawed software.

A software application that may be added to alarger gpplication to extend
or add additiond features or functions. For example, there are many plug-
insthat allow web browsers to perform other speciaized or enhanced
functions. See also Web browser and Adobe Acrobat.

Pogt Office Protocol: A standardized method for downloading e-mail from
aserver. See also Protocol, Download, E-mail, and Server.

A web gite, usualy commercialy-oriented and featuring web services like
search engines, “freg’ (advertiser supported) e-mail, specia news, etc.,
that seeksto be an “on ramp” to the “Information Superhighway.” See
also Search engine, E-mail, and Information Superhighway.

A st of globally accepted standards or technical rules used for a specific
electronic function such as communication between computers.

Software that has no copyright restrictions or licensing fees. 1t can be
fredy distributed, copied, shared, and so forth. Compare with Freeware
and Shareware.

A shorthand term meaning “roll on the floor laughing” that is often used
in chat to show enthusiadtic appreciation of something witty that was
previoudy posted. See also Chat and LOL.

A specia computer or software application located between two or more
networksthat “reads’ the addresses on data packets and directs (routes) it
to the proper path. See also Network.

A web toal for finding specific Internet information matching the desired
characterigtics or topics.

The host computer or software gpplication that provides information to an
Internet user’s computer. See also Host.

Copyrighted software that is marketed as “try before you buy.” Itis
usudly digtributed viathe Internet and downloaded by potentid users who
are honor-bound to pay for it if they use it beyond the specified freetrid
period. Some shareware has certain key features removed to encourage
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buyers to purchase the fully functiond version after the trid period has
expired. See also Freeware and Public domain.

Specid software that handles the financid transactionsin retail web stes.
Typicdly, this software collects customer information such as names,
billing, shipping and e-mail addresses; items and quantity being

purchased; and credit card or payment information. A receipt isusudly e-
mailed following the transaction.

To, in effect, “raise one svoice’ by using dl capitd |etters in newsgroup
posts, email, or other online communications. According to netiquette,
al capitd letters should only be used when oneisintending to shout. See
also Chat, E-mail, Netiquette, and Newsgroup.

A way to interject nonverba cues or expressionsinto e-mail and online
messages using letters and keyboard symbols. For example, :-) or :-(
when viewed “sSdeways’ represents a smile face and afrown,
respectively. See also Emoaticon.

Simple Mall Transfer Protocol: Standard used to send and receive e-mail
on the Internet. See also Protocol, E-mail, and Internet.

A legd arrangement between the software copyright owner and the
purchaser that stipulates the terms of usage that will be alowed for that
software. Since the purchaser does not actualy buy the software but
ingtead buys a license to use a copy of the software, the purchaser is
bound to follow this arrangement. See also Intdllectud property and
Software piracy.

Theillega and unauthorized copying, distribution, or use of a computer
program in amanner prohibited by copyright law or the software license
agreement. See also Software license agreement.

Refersto the work or text commands (programming statements or set of
ingructions) that a programmer writes in developing a software
application.

To send unwanted, inappropriate, or otherwise “junk” e-mail messagesto
individuas or oftenin bulk to groups. See also Newsgroup and
Netiquette.

Sometimes called aweb spider or smply a bot, thistype of robot software
explores web sites and follows their hyperlinks. The spider uses such
exploration activities to create catalogs for use by search engines. See
also Bot, Hyperlinks, and Search engine.

Secure Sockets Layer: A protocol developed by Netscape
Communications Corporation to enable encrypted, authenticated
transmissions to occur on the Internet. It istypicaly used in web
communication thet requires ahigh level of security, such asonline
business transactions, credit card purchases, and other sengitive
transactions. See also Encryption.
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Similar to quickly flipping channds on the television, it refersto the
pursuit of “interesting stuff” on Internet; commonly referred to as* surfing
the web.”

Transmission Control Protocol/Internet Protocol: The main set of
protocols that defines the Internet, ensures data accuracy, and enables
connectivity to every operating system (OS) that implements this protocol.
Seealso OSand IP.

A set of user commands and a protocol for remotely ng computers.
Often used as a verb meaning to connect remotely. See also Protocol.

A unit of computer memory or data storage capacity equal to 1,024
gigabytes or gpproximately 1.1 trillion bytes (exactly 1,099,511,627,776
bytes). See also Gigabyte and Byte.

Uniform Resource Locator: A standard way to address dl Internet sites for
FTP, the web, and other Internet applications. For example, the URL for
ng the Mississppi State Universty web steis http: //mww.msstate.
edu/. Seealso FTP.

See GUI.

Universal Serid Bus A standardized port for smultaneoudy connecting
many digital devices such as amouse, keyboard, scanner, camera, and
joystick to a computer and being able to use them all at once.

Unix-to-Unix encoding: A popular software tool for encoding and
decoding files for exchanging among computer network users. Many
popular e-mail gpplications aso provide it as afile atachment dternative
to MIME. See also E-mail and MIME.

An application or series of commands (such as amacro) intentionaly
written to control another computer without the user’s consent. A virus
often copiesitsdf and sends these copies to others while it inflicts damage
to the computersit infects. Damage includes things such as deeting files,
posting annoying messages, draining resources, or destroying the
computer’ sinternal records. These programs are often created to hide
within another harmless-looking program or as e-mail attachments so they
can perform the author’ s maicious purpose.

A software application such as Netscape Navigator or Microsoft Internet
Explorer that alows users to navigate the web and access various Internet
resources.

The person in charge of managing aweb dte. Sometimes cdled an
Internet Systems Adminigrator.

An acronym that stands for What You See Is What You Get. Pronounced
“wiz-E-wig,” it refers to software that makes the layout or formatting on
your computer screen correspond to the way it will ook on paper when
printed.
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World Wide Web

XML

Zipfile

Sometimes caled WWW, W3, but usudly just “theweb,” it isagloba
system of multimedia documents and resources linked through hypertext
and other hyperlink connections. It is part of the Internet and is accessed
through aweb browser. See also Hypertext, Hyperlink, and Web browser.

Extensble Markup Language: A system for defining specidized markup
languages used to transmit specidly formatted data. It isrelated to HTML
but is not atrue markup language — it is instead a language used to create
other specidized languages. Compare withHTML. See also Markup

languege.

A computer file that has been “ compressed” to make it smaller and faster
to download. An unzipping utility (software gpplications like PKZIP,
WinZip, MacZip, or UnZip) is required to decompress such afile before it
can be used. Mogt zipped files have a .zip filename extension.
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